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Abstract 
Purpose: The paper aims to develop a comprehensive security framework for big data 

pipelines in healthcare, focusing on real-time threat detection and mitigation. It addresses the 

increasing security and privacy risks associated with the rapid growth of health data streams 

from IoT devices, electronic health records, and wearable technologies. Methodology: The 

study extends previous work on real-time survival risk prediction by designing a layered 

security architecture that integrates Apache Kafka for stream processing and Splunk SIEM 

for event monitoring. A machine learning-based anomaly detection algorithm is implemented 

to identify potential security breaches within 500 milliseconds, achieving 97.3% detection 

accuracy and a false positive rate of 0.02%. 

The framework is evaluated in a simulated population health system processing 2.5 million 

health events per second and is specifically designed to tackle five key security challenges: 

unauthorized data access, data injection attacks, privacy breaches, insider threats, and 

compliance violations. 

Findings: The results show that the proposed framework: 

 Achieves near-instantaneous threat detection (500 ms) 

 Delivers 97.3% detection accuracy with 0.02% false positive rate 

 Reduces mean time to threat detection (MTTD) by 84% compared to batch-

processing systems 

 Maintains HIPAA compliance throughout the data pipeline 

Detects multi-stage and sophisticated attack patterns by correlating threats across 

multiple data streams. 

Contribution: This research provides a practical and scalable solution for securing 

healthcare big data infrastructures while enabling advanced population health analytics. The 

combination of Apache Kafka, Splunk SIEM, and ML-based anomaly detection offers 

significant improvements in detection speed, accuracy, and compliance. The work contributes 

to the field by presenting a real-time, multi-layered security framework that can be adopted 

by healthcare organizations to enhance data security, privacy, and operational resilience. 
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Introduction 
The Big Data in healthcare, or "Health Big Data" for short, has been one of the most 

recognized terms in recent years in the field of information systems (Kuo et al., 2014). As the 

amount of data produced by contemporary health information systems continues to grow, 

healthcare providers are turning their attention to the relevant information technology trends. 

The rising volume, speed, and diversity of data produced by the modern health information 

systems have opened new venues in the healthcare delivery and population health 

management (Aboudi & Benhlima, 2018; Khan et al., 2022). Big data has the potential to 

positively impact patient care, resource allocation, and disease outbreak prediction and 

prevention in the healthcare sector (Alarifi & Alwadain, 2021). The use of big data analytics 

in healthcare is at the core of all measures taken to improve the quality of care, reduce the 

cost of care, and increase access to care (Wang, 2019). Healthcare data is extremely sensitive 

information about patients, and therefore calls for maximum attention when it comes to 

security (Kalejahi et al., 2019). Appropriate care and attention to security and privacy 

considerations are essential to the health big data lifecycle (Kalejahi et al., 2019; 

Kantarcıoğlu & Ferrari, 2019). 

 

Cyber threats in the healthcare sector range from ransomware attacks to insider threats and 

can affect the confidentiality, integrity, and availability of patient data. Healthcare systems 

have become increasingly interconnected over the years through electronic health records, 

IoT devices, and data sharing with third parties, leading to the enlargement of the attack 

surface and new vulnerabilities (Aldosari, 2025). The exchange of data between different 

entities, such as hospitals, health systems, insurance providers, and regulatory agencies, 

increases the likelihood of data mismanagement and privacy violations, further amplifying 

the critical need for cybersecurity (Alanazi, 2023). Data breaches and cyber incidents in 

healthcare result in both financial loss and reputational damage in addition to their harm to 

patient safety and well-being (George & Emmanuel, 2018; Oluomachi & Ahmed, 2024). 

Digitization of health records and the digital nature of IT systems increase the vulnerability of 

healthcare providers to cyberattacks and have escalated patient data security to a new priority 

in the current state of the industry (Odeh et al., 2024). Cyberattacks against healthcare 

organizations, including phishing attacks, malware, and denial-of-service (DoS) attacks, can 

disrupt patient care, delay treatments, and potentially expose private patient information that 

can cause harm and legal liabilities for healthcare providers (Almaghrabi & Bugis, 2022). 

 

Increasingly frequent and sophisticated cyberattacks such as ransomware, data breaches, and 

hacking incidents can present significant risks to patient privacy and confidentiality, data 

integrity, and overall healthcare delivery (Elendu et al., 2024). As the healthcare sector is 

rapidly digitalizing, there has been an increased frequency of cyberthreats and incidents, 

making cybersecurity a necessary aspect of healthcare to address (Alanazi, 2023). The 

healthcare industry is increasingly under attack from cybercriminals and nation-states due to 

the sensitive nature of patient data that can be leveraged for further financial or malicious 

goals (Al-Qarni, 2023; Argaw et al., 2020). The average cost of a healthcare data breach is 
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higher than for any other industry (Odeh et al., 2024). The annual increases in cyberattacks 

against the healthcare sector have often been over 40%, which indicates the great urgency of 

this issue (Omotosho et al., 2017). The reasons why cybersecurity should be a significant 

concern and healthcare is one of the most pressing cybersecurity priorities in today's world 

are all summarized in the previously stated points. A failure to take cybersecurity measures 

may lead to data breaches, which in turn can cause either financial or legal penalties for 

healthcare providers and endanger patient safety (Alanazi, 2023). Healthcare data breaches 

may lead to the medical identity theft of a patient, which can cause severe psychological and 

physical health impacts to the victim of the cyberattack (Adewole, 2023). 

 

Patients can sue healthcare organizations that have experienced data breaches and have not 

taken appropriate measures to protect patient data (Alanazi, 2023). In addition to that, hackers 

may obtain or decrypt sensitive and private information, then sell it to third parties, who are 

usually cybercriminals or organized crime groups (Oluomachi & Ahmed, 2024). Failure to 

take cybersecurity in healthcare as a primary concern can lead to missed deadlines, 

appointment failures, or shortages of hospital beds and staffing in several countries (Alanazi, 

2023). In a scenario like that, the failure to allocate sufficient resources to the protection of 

patient data and mitigation of cyberattacks can have direct and serious consequences on 

patients' health. For instance, the sale of patient data on the black market could lead to 

subsequent fraud attempts, which require healthcare providers to allocate additional resources 

to prevent and resolve such issues. Regulatory bodies in different countries have taken 

measures to safeguard patient data and its confidentiality, including the HIPAA Privacy Rule 

in the United States and GDPR in Europe (Alanazi, 2023). The law and regulations 

necessitate that healthcare organizations take the relevant cybersecurity measures to ensure 

patient data is used, shared, and stored only for purposes that would be considered 

appropriate by the patients (Alanazi, 2023). Regulations such as HIPAA and GDPR require 

healthcare institutions to demonstrate compliance by ensuring that appropriate security 

safeguards are in place for their systems, as well as to protect healthcare information from 

misuse and disclosure (Wasserman & Wasserman, 2022). Healthcare providers are legally 

required to comply with data protection regulations such as the HIPAA Privacy Rule in the 

United States and the GDPR in Europe, which focus on the relevance and urgency of 

cybersecurity in healthcare (Alanazi, 2023). HIPAA and other relevant regulations set up 

several legal and financial penalties for breaches of health information security (Wasserman 

& Wasserman, 2022). 

 

The primary concern of HIPAA and GDPR is in using health data in a privacy-preserving 

manner, and both regulations have enabled patients to enforce various privacy rights 

(Alanazi, 2023). Cybersecurity in healthcare requires due diligence in light of numerous 

ethical considerations around the sensitive data and privacy of healthcare information, which 

hackers and cybercriminals target. Cybersecurity is fundamental to healthcare organizations, 

not just to stay in compliance, but to maintain public trust in their ability to keep patient 

information safe. The benefits of digitalization of healthcare and the numerous opportunities 

it creates in terms of the use of cutting-edge IT solutions come with many vulnerabilities that 

cyberattacks pose. It is of paramount importance for healthcare organizations to not only have 

IT systems that are scalable and comprehensive to enable a full range of data-driven services, 
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but also to be constantly protected against cyber threats and have personnel on alert to take 

any necessary measures promptly. 

 

The paper proposes a framework for securing big data pipelines in healthcare, including real-

time threat detection in population health systems, data encryption, access control 

mechanisms, and anomaly detection. This framework, grounded in machine learning 

algorithms, identifies and responds to security threats in real-time, ensuring proactive 

protection of patient data and healthcare systems. Integrating security and privacy 

considerations into big data analytics pipelines is of the essence for maintaining patient trust 

and ensuring responsible data utilization in healthcare (Thapa & Camtepe, 2020). The use of 

state-of-the-art cryptographic methods can substantially enhance the security of medical 

records. While healthcare providers may face challenges in adopting and implementing them, 

there has been extensive research on this topic to address various practical considerations 

(Lewis et al., 2022). Healthcare providers are taking increased steps in performing regular 

audits and penetration testing in order to identify potential security vulnerabilities before they 

can be exploited by cybercriminals and take mitigative measures promptly (Odeh et al., 

2024). This article will provide a brief and practical framework for securing big data 

pipelines in healthcare, which would ensure patient privacy and the safety of health systems 

from cybersecurity threats. 

 

Clinicians are increasingly at risk for legal implications in the case of cybersecurity incidents 

as the critical need for the technological awareness of healthcare workers becomes 

increasingly apparent (Elendu et al., 2024). To address the growing cybersecurity concerns 

and data protection issues in the healthcare sector, it is of the essence to develop a thorough 

understanding of the technological innovation, regulatory landscape, and associated 

implications (Carello et al., 2023). Blockchain technology can be adopted in healthcare to 

ensure the security and integrity of data (Richard, 2024). Blockchain can be a decentralized, 

immutable, and secure storage for patient data, which healthcare providers can leverage to 

protect and manage sensitive data (Richard, 2024). Thus, there is a critical need for robust 

and privacy-aware access control policies to ensure that health data is used for legitimate 

purposes and to prevent several potential malicious applications (Hong et al., 2018; 

Kantarcıoğlu & Ferrari, 2019). The access control policies and data provenance must 

consider the fact that only relevant entities should be granted access to a patient’s health data 

for its appropriate use (Hong et al., 2018). 

In several cases, health data needs to be linked and shared across different entities for patients 

to receive optimal healthcare, and linking health data increases its utility (Hong et al., 2018). 

This brings a need for careful adherence to all privacy, security, and ethical considerations, 

which can be embedded in several different mechanisms that will be discussed further in the 

paper (Hong et al., 2018). Through the implementation of privacy-enhancing technologies 

and governance mechanisms in health data use, the confidentiality of sensitive patient 

information can be preserved at all stages of the big data pipeline (Ahmed et al., 2025; Alaran 

et al., 2025; Duong‐ Trung et al., 2020; Price & Cohen, 2018). 

 

It is essential to develop methodologies and tools with intuitive and user-friendly interfaces 

for effectively harnessing and maximizing the benefits of big data analytics, despite the 
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relatively low cost of hardware and software (Raghupathi & Raghupathi, 2014). Big data 

analytics in healthcare has significant potential. It holds much promise as a tool that can 

accumulate, process, analyze, and assimilate the ever-growing volumes of both structured and 

unstructured and disparate data produced by the contemporary healthcare systems (Belle et 

al., 2015). The ever-growing volume, velocity, and variety of health data in healthcare have 

enabled the use of several sophisticated analytical methods to process the collected data and 

extract insights for their further use in healthcare delivery and management (Belle et al., 

2015). The emergence of big data analytics has brought a whole set of governance challenges 

regarding ownership, privacy, security, and other related standards and regulations, which 

have been unsolved primarily to date (Raghupathi & Raghupathi, 2014).  

The systematic ethical scrutiny of big data and its implications is required on both regulatory 

and case-specific levels, as its ability to cause widespread, severe, and massive-scale harm is 

just too significant (Howe & Elenberg, 2021). In the same way, a comprehensive framework 

of access, accountability, transparency, quality, and safety should be put in place to 

successfully exploit the benefits of health data to its full potential for the public good 

(Vayena et al., 2017). This is in part because regulation and ethical control of big data should 

be exerted potentially long after the point of its collection, each time the data is used (Vayena 

et al., 2017). 

 

The significant data promise for healthcare will only be achieved once it is possible to link 

and share data safely and effectively across a wide range of sources in order to address 

several different objectives in the name of optimization and reaping the most significant 

possible benefit (Laurie, 2019). Big data analytics can be a meaningful tool to increase the 

quality of healthcare provided to patients by introducing tools and procedures to customize 

treatment better, allow for predictive analytics, and overall more efficiently provide services 

(Craven & Page, 2015). In order to realize the benefits of big data in a meaningful way, the 

relevant data needs to be managed and analyzed systematically (Dash et al., 2019). The 

industry itself is on its way to turn the healthcare sector into one that will benefit from big 

data through various solutions and tools in terms of both improved patient services and 

financial benefits (Dash et al., 2019). When used correctly, big data analytics can be 

leveraged to target inequities and reduce disparities. However, for that to happen, the issues 

of fairness, equity, and transparency need to be explicitly addressed in the process of big data 

development (Ibrahim et al., 2020). Big data analytics tools can and are used to create a 

dynamic and ongoing learning process of health data, which can find the most effective 

treatments, drugs, and public health interventions to improve the system’s efficiency (Zhang, 

2020). 

 

The increase in the use of electronic health records and the expansion of other types of digital 

healthcare data sources have created novel opportunities for the use of big data in the 

healthcare industry (Alexander & Wang, 2018). The slow progress of big data technology in 

healthcare is considered to be “somewhat perplexing” in the face of its inevitable application 

and high level of potential benefits to be reaped by the healthcare industry (Lee & Yoon, 

2017). In order to address these issues, various studies in the field aim to study the 

application of big data analytics in medicine in terms of both the relevant data types 

themselves as well as the taxonomy of analytical approaches that can be applied to health 
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data to extract relevant insights in a meaningful way (Belle et al., 2015). The nature of big 

data needs to be dealt with through several methodological means, including respect for 

participant autonomy, which translates into a demand for informed consent, as well as other 

procedures that are only a part of big data and which are not contained within the analytics 

per se (Howe & Elenberg, 2021).  

The rise of big data in healthcare also comes with a set of complex ethical issues related to 

privacy, security, and algorithmic bias, which need to be addressed to ensure ethical and 

responsible use of big data in healthcare (Zawawi, 2024). When combined, all these issues 

could prevent the full potential of big data use from being realized, and thus, they need to be 

solved promptly to take advantage of big data and the health informatics tools that produce it. 

At the same time, when used correctly, big data analytics and healthcare informatics can 

improve patient outcomes, optimize the delivery of care, and drive innovation in the 

healthcare industry. 

 

A framework for real-time threat detection in population health systems will be designed to 

build on the information systems and data analytics practices described so far, addressing 

several vulnerabilities that will be discussed in the following paragraphs. The current 

landscape of healthcare has been characterized by the proliferation of data being produced by 

different healthcare institutions due to electronic health records, wearable devices, and IoT 

devices being part of modern healthcare, creating a big data environment (Pham et al., 2020). 

When being analyzed, this data enables healthcare organizations to detect trends and patterns 

and allows institutions to make more data-driven decisions, which leads to better patient 

outcomes and a more rational allocation of resources (Baiyewu, 2023). The conceptual model 

for a big data analytics project in healthcare is very similar to that of a typical health 

informatics or health analytics project, with the key difference being like how processing and 

analytical pipelines are executed in each case (Raghupathi & Raghupathi, 2014). 

 

Literature Review 
In terms of data security and privacy, the use of precision health data will need to be explored 

and comprehended in terms of data regulations and ethical guidelines (Thapa & Camtepe, 

2020). Precision health data are usually more distributed and isolated than other types of data. 

Because of the different barriers and challenges to security and privacy, the whole health data 

needs to be broken down from data silos in a new way for effective utilization of health data 

and AI/ML (Thapa & Camtepe, 2020). 

Blockchain and healthcare have generated much attention from multiple perspectives to solve 

many issues, such as data security, privacy, and interoperability problems (Abuhalimeh & 

Ali, 2023; Hiwale et al., 2023). As a result of blockchain technology, health data security is 

more robust, patient control over data is improved, and the relationship between healthcare 

institutions is streamlined (Pedada, 2025). Healthcare data and information can be stored and 

shared using Blockchain to build confidence in the information being distributed in a 

decentralized healthcare network, and the topics of security and privacy are of growing 

concern (Zhang et al., 2021). Blockchain offers several techniques for securing data in 

healthcare systems using cryptography tools and methods (Amanat et al., 2022). In addition, 

the design science method can be used to obtain a secure blockchain framework for the 

healthcare records management system. (Al‐ Khasawneh et al., 2024). Blockchain 
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technology might be a dependable method to solve trust problems between two distrusting 

parties without a third-party promise in a "trust-less" setting. However, the meaning of "trust-

less" may be confused easily, relying on security by technology, and such context might 

downplay the security difference between a public and a private blockchain (Wenhua et al., 

2023). By allowing medical professionals to exchange data and achieve interoperability 

among healthcare providers securely, blockchain technology has the potential to enable 

medical information sharing so that patients may have access to their information and still 

ensure the integrity and privacy of that data (Zhang et al., 2018). 

Blockchain technology's decentralized structure can provide healthcare with better security 

that has the potential to thwart data breaches, improve information sharing between providers 

and patients, and empower patients to control their medical data while securely sharing the 

data for their own needs (Quazi et al., 2024). Blockchain technology will assist in 

information sharing among healthcare providers safely and transparently (Tahir et al., 2024). 

Blockchain technology supports the reliability of data, which can lead to the practical design 

of robust consent systems to manage data sharing with different organizations and 

applications (Liu et al., 2020). Blockchain can be applied to enhance interoperability and data 

reliability in healthcare. It can achieve reliable and scalable storage using easy-to-use 

application interfaces and reduce the cost, latency, and administrative burden associated with 

medical data sharing (Zhang et al., 2021). The use of blockchain technologies in healthcare 

will bring challenges such as scalability issues, user privacy, and the need to comply with 

current laws (Simonoski & Bogatinoska, 2024). 

The pandemic had an impact on global healthcare systems, health data reliability, and how it 

can be shared is essential; the recent COVID-19 pandemic crisis highlighted the importance 

of robust and innovative technologies for the healthcare system, such as health data privacy 

(Bazel et al., 2025). The use of data for AI applications in healthcare should have built-in 

data security, privacy, and data reliability to improve transparency, and a data governance 

and privacy framework is needed to get public trust in the use of AI and other emerging 

technologies in healthcare (Jamil et al., 2020). Blockchain can be used to facilitate data 

security, interoperability, and patient empowerment, and could have a variety of roles in these 

initiatives to provide reliable and effective solutions (Tahir et al., 2024). The application of 

blockchain technology will be used in transparent management of data for health records, 

medications, and claim history, and this has led to an increase in the number of distributed 

ledgers to be up-to-date (Makka et al., 2021). The patient data and information are stored in 

an immutable form in the Blockchain, which is decentralized, and provides a comprehensive 

log of all the medical information about an individual patient and these records are made 

available to patients and doctors but with different roles of access for each of them 

(Esmaeilzadeh, 2022; Sonkamble et al., 2021; Sun et al., 2022). Blockchain technology plays 

a huge role in resolving issues related to data access control and in securing and sharing 

electronic health records (Elvas et al., 2023). Blockchain can improve the current system 

through digital ledger technology (Chang & Chen, 2020). 

The central issue of Blockchain is the application of the new technology on the existing 

infrastructure, which will be difficult. However, the process is time-consuming and needs 

long-term strategies to succeed (Kasyapa & Vanmathi, 2024). The main applications of 

Blockchain in healthcare systems have so far been focused on electronic health records to 

make these data more secure and reliable (Ullah et al., 2020). EHR systems are considered to 
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be secure and private because the Blockchain uses encryption to secure the data of all users, 

and the Blockchain has strong access control for storing electronic health records (Kiania et 

al., 2023). Self-sovereign identity is currently being studied and implemented in various 

settings that oversee digital interaction between health facilities, patients, and healthcare 

professionals, such as decentralized ledgers, including Blockchain (Tcholakian et al., 2024). 

In comparison to conventional paper-based medical records, electronic health records are 

now more widely employed in healthcare because of their ease of use, enhanced security, and 

reduced data duplication (Han et al., 2022). Blockchain technology has the potential to 

benefit the healthcare industry and improve medical data optimization and management by 

making care more efficient and cost-effective. 
 

Methodology 
The proposed framework is based on a multi-layered security architecture for big data 

pipelines in healthcare. It leverages Apache Kafka for real-time stream processing, Splunk 

SIEM for security information and event management, and machine learning-based anomaly 

detection algorithms for suspicious activity identification within sub-second latency. 
Apache Kafka for Stream Processing 
Apache Kafka is used as a distributed messaging system to handle high-velocity health data 

streams from IoT devices, wearable sensors, and EHR systems. Kafka topics are partitioned 

by event types (e.g., patient vitals, medication adherence logs) to allow parallel processing 

and scaling to 2.5 million events/sec. Kafka Connect and Kafka Streams enable data 

normalization, encryption, and hashing as pre-processing before the analytics pipeline. 
Splunk SIEM Integration 
Splunk Enterprise Security (SIEM) is integrated with Kafka for real-time event correlation, 

log aggregation, and anomaly alerting. Splunk forwarders continuously collect logs from 

Kafka brokers and processing nodes. Correlation searches in Splunk combine multiple 

indicators of compromise to identify potential security threats and provide analysts with 

actionable alerts and dashboards. 
Machine Learning-Based Anomaly Detection 
A hybrid ML approach combining unsupervised (Isolation Forest, Autoencoders) and 

supervised (Random Forest) algorithms is used for real-time anomaly detection. 
• Feature Extraction: User activity patterns, data access frequency, event processing latency, 

and network indicators are used as features. 
• Training Dataset: 25 million historical and simulated events, with typical and attack 

scenarios, were used. 
• Model Training and Testing: 70% training, 20% validation, and 10% testing split. The 

combined models achieved 97.3% detection accuracy with a false positive rate of 0.02%. 
• Real-Time Inference: Models are deployed as microservices connected to Kafka Streams 

for sub-500 ms detection latency. 
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Figure 4. Workflow of the machine learning-based anomaly detection module, showing 

feature extraction, model training, validation, and real-time inference using Kafka Streams. 

Blockchain-Backed Audit Trails 

Each access and modification event is logged in an immutable way using a private blockchain 

layer. Smart contracts on the Blockchain automate and enforce RBAC policies and data-

sharing agreements for tamper-proof forensic audits and regulatory compliance. 

Five Key Security Threats Mitigated 

In addition to providing comprehensive security, this framework also explicitly mitigates five 

key threats: 

1. Uncertainty about unauthorized access during stream processing. 

Mitigation: Transparent end-to-end encryption with RBAC powered by blockchain-backed 

identity federation 

2. Data Injection attacks into predictive modeling algorithms 

Mitigation: ML-based anomaly detection for aberrant data and denial of service for 

illegitimate data 

3. Privacy violations during inter-system data transfers. 

Mitigation: Comprehensive audit trails on a blockchain and SIEM Correlation searches using 

Splunk 

4. Insider threats in distributed processing 

o Mitigation: Continuous process monitoring and immutable access logs for accountability 

5. Compliance violations during real-time processing. 

Mitigation: Automated governance policies to ensure all events are HIPAA/GDPR compliant 
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Figure 3. System architecture of the proposed real-time threat detection framework 

integrating Apache Kafka, Splunk SIEM, ML anomaly detection, and blockchain audit trails. 
 

Results 
The feasibility and performance of the proposed security framework were assessed in 

a controlled, simulated population health environment. The simulated environment 

was constructed to closely mirror the real-world characteristics of a high-velocity 

healthcare data stream, including the typical data volume, velocity, and variety. 
1. Real-Time Threat Detection Performance 

The primary metric for assessing the real-time threat detection performance was the detection 

latency of the system. In the simulated environment, the proposed security framework 

exhibited an average detection latency of approximately 500 milliseconds from the time of 

threat manifestation to the generation of an alert. In comparison, the detection accuracy of the 

hybrid machine learning anomaly detection module was 97.3%, and the false positive rate 

was 0.02%, significantly surpassing the performance of traditional batch-processing security 

systems. The improvements in detection time and accuracy provided by the proposed 

framework over baseline systems were substantial, demonstrating the framework’s capability 

to support faster and more reliable detection of cyber threats against healthcare data pipelines. 

2. Quantitative Performance Metrics 

The table below provides a summary of the performance metrics for the proposed security 

framework compared to a baseline batch-processing system. The metrics demonstrate a 
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significant improvement in detection time, detection accuracy, false positive rate, and the rate 

of processed security events per second. 

Table 1. Performance Comparison of Proposed Framework and Baseline Security Systems. 

Metric Proposed 

Framework 

Baseline System Improvement 

(%) 

Mean Detection Time (ms) 500 3200 84% faster 

Detection Accuracy (%) 97.3 88.5 +8.8 

False Positive Rate (%) 0.02 0.27 -92.6 

Event Processing Speed 

(events/sec) 

2,500,000 800,000 +212.5 

3. Accuracy and False Positive Rate Improvements 

The framework significantly reduced the number of false alerts while improving anomaly 

detection precision. As illustrated in Figure 1, the proposed system achieves substantially 

higher detection accuracy and lower false favorable rates compared to the baseline. 

 
Figure 1. Comparison of detection accuracy and false positive rate between the proposed 

framework and baseline system. 

 

4. Scalability and Event Throughput 
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The choice of Apache Kafka as a stream processing system allowed the framework to scale 

up to 2.5 million health events per second, while still maintaining the latency of detection. 

Even when the maximum throughput is used, the detection latency did not exceed 500 ms, 

which indicates excellent scalability performance. As shown in Figure 2, the detection 

latency is always very low, even when the throughput is at its peak. This means that the 

framework is highly scalable and can support a high number of health events in a large-scale 

healthcare environment. 

 
Figure 2. Detection latency as a function of event processing speed for the proposed and 

baseline systems. 

5. Mean Time to Threat Detection (MTTD) Reduction 
Compared to legacy setups, the solution achieved an 84% reduction in the Mean Time to 

Threat Detection (MTTD), which is crucial in the context of stopping ongoing cyberattacks 

before they could damage the confidentiality, integrity, and availability of patient data and 

systems. Splunk SIEM helped in correlating events across multiple data sources to detect 

multi-stage attacks, which are otherwise invisible to traditional monitoring systems. 

6. Compliance and Forensic Auditing 

All anomaly detection alerts and access logs were written into a tamper-proof blockchain-

based audit trail to provide forensic-grade evidence for investigations and complete 

HIPAA/GDPR compliance. Splunk dashboards offered a real-time view of threat alerts, 

latency figures, and attack trends to enable healthcare security analysts to make faster 

decisions. 

 
 

Discussion 
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The reasons behind choosing the Apache Kafka platform, Splunk SIEM, and anomaly 

detection based on machine learning in the development of the final product were as follows. 

It was done to provide high scalability, real-time processing, and improved threat detection in 

big data healthcare settings. 
 

1. Reasons for Choosing Apache Kafka 

Apache Kafka was chosen as the central stream processing platform to support high volumes 

of real-time data with low latency and high throughput. The distributed architecture of Kafka 

allows for horizontal scaling, so the framework processes more than 2.5 million health events 

per second, and there is no loss of performance. Moreover, the fault-tolerant design of Kafka 

ensures that, even in the case of system failure, data streams will be fully available and 

consistent, which is crucial for healthcare systems. The framework uses Kafka Streams and 

Kafka Connect to ensure the integration of various data sources, including IoT devices, 

EHRs, and clinical databases. It also ensures pre-processing, encryption, and secure 

transmission of sensitive patient data. 

2. Reasons for Choosing Splunk SIEM 

Splunk SIEM was selected as a security monitoring and analytics layer due to its powerful 

log aggregation, real-time event correlation, and advanced dashboarding capabilities. Splunk 

allows security analysts to visualize threats across distributed data streams, correlate 

anomalies from multiple sources, and generate actionable alerts within milliseconds of 

detection. The flexible search language and pre-built correlation rules make it easy to build 

specific use cases for healthcare compliance (HIPAA, GDPR). Integration with Kafka and the 

ML detection module ensures that the system will provide both threat detection and 

operational response within a single, unified environment. 

3. Role of ML-Based Anomaly Detection 

Machine learning contributed to accuracy and response time. The hybrid approach of using 

unsupervised learning algorithms (Isolation Forest, Autoencoders) and a supervised Random 

Forest classification model allowed us to identify previously unseen attack patterns while also 

minimizing false positives. Unsupervised models were trained to learn the normal operational 

baseline, and the supervised model classified anomalies based on labeled historical events. As 

a result, the framework achieved 97.3% detection accuracy and a false positive rate of 0.02%, 

with an average detection latency of 500 ms, significantly outperforming rule-based 

approaches that are less effective against adaptive cyberattacks. 

4. Scalability and System Reliability 

The combination of Kafka and Splunk ensures that the system will be able to scale elastically 

with the growth of data volumes, which is a critical factor for modern healthcare systems that 

must process millions of real-time events. Kafka’s partitioned topics distribute workloads 

across the cluster, while Splunk’s indexing and search capabilities allow for instant access to 

both historical and live events. Machine learning models are deployed as microservices that 

connect to Kafka Streams, which ensures real-time inference without introducing significant 

latency. The modular architecture of the framework allows for future upgrades, such as the 

integration of additional security analytics tools or more advanced deep learning models, 

without disrupting the pipeline. 

5. Overall Contribution to Results 
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The combination of Kafka's high-throughput stream processing, Splunk's event correlation 

and alerting, and ML anomaly detection has led to improvements in detection speed, 

accuracy, and system scalability. The ability to correlate anomalies across multiple data 

streams enabled the system to detect complex multi-stage attacks that traditional systems 

missed. In addition, integration of blockchain-based audit trails ensured regulatory 

compliance and provided immutable forensic records that increased trust in the system's 

security posture. 

 

Conclusion 
The study focused on designing a framework for securing big data pipelines in healthcare, 

with an emphasis on real-time threat detection in population health systems. The framework 

was built using blockchain technology and anomaly detection algorithms, which enhanced 

data security, privacy, and interoperability, increasing trust and efficiency in healthcare 

operations. The platform provided patients with complete control over their medical images 

and the ability to monitor them online, without requiring a centralized infrastructure. 

Decentralized technologies such as Blockchain may help establish new ground for decreasing 

the previously mentioned barriers and encouraging the widespread use of a patient-centric 

system (Jabarulla & Lee, 2020). In future work, we plan to refine the framework further and 

test its performance in various healthcare settings, and explore the integration of additional 

security measures to enhance the system's resilience to evolving cyber threats. 
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